Fleet

Cybersecurity
Services

Fleet-wide Cybersecurity Services Drive Consistency

Cybersecurity and regulatory compliance obligations continue to become a central focus across multiple
industries. To address these challenges, many organizations are developing and implementing fleetwide
standard cybersecurity programs, policies and best practices.

Establishing a cybersecurity program across the fleet can be very difficult. Most organizations find that
the most challenging effort lies in following the policies and procedures that have been put in place
and performing the repetitive tasks required to keep the system up-to-date and secure. Addressing the
manpower and expertise required to implement a fleet-wide security program is a daunting task.

Emerson’s fleet cybersecurity service can provide the manpower and level of expertise required to
implement and maintain a well-defined security program. Emerson’s security solutions group of
engineers are experienced in all aspects of cybersecurity and networking, and recognize the importance
of plant reliability and system security. Our team is uniquely qualified to deliver cybersecurity services

to assist you with the development, implementation, and maintenance of your fleet-wide cybersecurity
programs.

Fleet cybersecurity services vary based on individual programs, but can include some or all of the
following:

* Assetinventories

¢ Vulnerability assessments

¢ Network topology mapping

¢ ldentification and recommendation of security controls
e Patch management

e Antivirus updates

e System backups

* Logreviews

e Compliance evidence gathering

Emerson’s fleet cybersecurity services are customized to meet the goals and objectives of your
cybersecurity program. Our security solutions group provides the manpower and expertise to
compliment existing staff and ensure program goals and objectives are achieved.
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