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101-FT -300 HART A& 101-F -300 Martnal M
101-Pl- 30008 Fluid Pressure HART A& 101-F -300 M
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General | ‘Wiing and Control System | Custom Tables | Calbration

Instrument type: Instrument type description:
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Instiument specifications
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=
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Terminal Pr

c [ Mew
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<

Plug-and-sacket connections

Prapettiss...

»

Reference Cable Cable Connector

Panel Part Signal

Propagation 5
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WirelessHART® | FieldComm Group™: en.hartcomm.org/hcp/tech/wihart/wireless_overview.html - Protocol
Specifications, Overview, Member Companies
WirelessHART: Real-Time Mesh Network for Industrial Automation
www.amazon.com/gp/product/1441960465?ie=UTF8&tag=easydeltavcom-20&linkCode=as2&camp=
1789&creative=9325&creativeASIN=1441960465, Comprehensive resource on WirelessHART

z2

ANSI/ISA-TR99.00.01-2007 - “Security Technologies for Industrial Automation and Control Systems”
(ISA Technical Report provides an “assessment oigvarious cyber security tools, mitigation
counter-measures, and technologies...” as of the publish date)
www.isa.org/Template.cfm?Section=Standards2&template=/Ecommerce/ProductDisplay.cfm&Product
ID=9665

DHS - Main Control Systems Security Program (CSSPR website:
http:/[www.us-cert.gov/control_systems (An actively supported government resource for Industrial
Control System security information, many links to other resources)

DHS - Recommended Practice for Patch Management of Control Systems
www.us-cert.gov/control_systems/practices/documents/PatchManagementRecommendedPractice_Fi
nal.pdf (an example of the Recommended Practices documents available)

DOE - “21 Steps to Improve Cyber Security of SCADA Networks” (an oldie but a goodie)
Www.oe.netl.doe.gov})docs/prepare/Z1 stepsbooklet.pdf

Emerson™ Process Management- “DeltaV System Cyber-Security”
www2.emersonprocess.com/siteadmincenter/PM%20DeltaV%20Documents/Whitepapers/WP_DeltaV
SystemSecurity.pdf

NISCC/BCIT - “Firewall Deployment for SCADA and Process Control Networks” (from 2005, but still a
great reference) http://www.oe.energy.gov/DocumentsandMedia/Firewall_Deployment.pdf

CPNI - “Deployment Guidance for Intrusion Detection Systems” (lots of good stuff from UK’s Centre for
the Protection of National Infrastructure)
www.cpni.gov.uk/Documents/Publications/2003/2003011_TN1003_Intrusion_detection_deployment

.pdf

NIST - SP 800-53, Revision 3 “Recommended Security Controls for Federal Information Systems and
Organizations” (this latest version includes Appendix I: Industrial Control Systems, Security Controls,
Enhancements, and Supplemental Guidance)
csrc.nist.gov/publications/nistpubs/800-53-Rev3/sp800-53-rev3-final.pdf

NSA - “Defence in Depth” (excellent whitepaper on this important security concept)
www.nsa.gov/ia/_files/support/defenseindepth.pdf

NSA - “The 60 Minute Network Security Guide (First Steps Towards a Secure Network Environment)”
(The NSA’s Information Assurance website has a lot of useful information)
www.nsa.gov/ia/_files/support[133-011R-2006.pdf

SANS - “20 Critical Security Controls — Version 2.0, Twenty Critical Controls for Effective Cyber Defence:
Consensus Audit Guidelines” (note link to printer friendly version) www.sans.org/cag/

E P
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